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ABSTRACT

With the advent of blockchain technology, it can be safe and fair to say that many industries have undergone and will
continue to undergo a drastic change. This paper seeks to provide the reader with a thorough investigation of the current
areas of research in blockchain technology. We undertake experiments and analyses and address challenges and
opportunities related to problems such as scalability, privacy, interoperability, and energy efficiency. Our contributions
show the promise of new consensus paradigms, cryptography, and cross-chain solutions in the resolution of these issues.
Moreover, we examine the uses of blockchain technology within the context of supply chain management, health
information systems, and decentralized finance (DeFi). The outcomes of this research enrich the existing literature on
blockchain studies and lay grounds for its further development.

Keywords:.

l. INTRODUCTION
Over the years, the use of blockchain technology, which was first proposed to act as a ledger for bitcoin transactions, has
evolved beyond the use of currency to disrupt many industries. Its appeal stems from the fact that it is decentralized, self-
enforcing and self-audited. However, as the technology grows up and its use cases increase, there are several relevant
research issues that have surfaced hence innovative ways must be found tosolve challenges in order to realize the full
potential of the blockchain.

In the present paper, we endeavor to explore and finally provide answers to some of the key research issues associated
with the blockchain technology by way of experiments as well as analyses. Out of these, we highlight seven key issues:

1. Scalability: overcomes the challenges of transaction speed and network congestion.

2. Privacy: Providing user anonymity while ensuring transparency and auditability.

3. Interoperability: Enabling interaction and value exchange across various blockchains.

4. Energy Efficiency: Minimizing the carbon footprint of blockchains operations, especially during mining.

5. Supply Chain Management: Assessing the blockchain opportunities to increase visibility and provide provenance
information within global supply networks.

6. Healthcare Data Systems: Proposing a system for curation of medical records using blockchain.

7. Decentralized Finance (DeFi): Evaluating the benefits and risks of implementing such financial systems on the
blockchain.

By delving into these questions, we aim to enhance the ongoing discourse within the blockchain research and application
community and make it possible to develop systems that are better, faster, and more diverse. Research that focuses on
these problematics is not limited to technical issues, but also includes ways of thinking about the potential spread of the
technology across countries and industries.

The rest of this paper is organized as follows: Background information and related work are presented in Section 2. We
describe our methodology concerning each area examined in Section 3. Results and discussion are presented in Section
4. In Section 5, we highlight ethical issues pertaining to blockchain technology, along with its legal constraints. Future
perspectives regarding blockchain research are presented in Section 6, while Section 7 presents the conclusion of this

paper.
I1. BACKGROUND AND RELATED WORK
From a basic stance, blockchain functions as a distributed database which has an ever increasing list of records where
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each of the records is refered to as a block and they are connected to each other and secured in way known as cryptography.
A typical block consists of the hash of the previous block, the time stamp and the actual transaction [1]. This leads to the
formation of a chain of records that cannot be revised or interfered with in any way.

It was in this white paper [1] entitled Bitcoin: A Peer-to-Peer Electronic Cash System, that Satoshi Nakamoto first
proposed the principles on which blockchain operates. This was much before the concept of cryptocurrencies came into
existence. Since that time, use of blockchain technology has advanced and is no longer applicable to just digital currencies
and has been deployed in areas such as supply chain management, healthcare, finance among others.

A number of studies have also highlighted on the limitations that affect the potential of the technology:

2.1 Scalability

Scalability is still one of the most paramount challenges encountered in blockchain networks with most public blockchains
like Bitcoin and Ethereum being more affected. Croman et al. [6] performed an extensive analysis of the limits of scale
of the Bitcoin network and explained primary scalability issues evident in the network. Eyal et al. [2] introduced the
Bitcoin-NG protocol as a solution to the scalability issue by separating the process of transaction validation from the
election of leaders. Subsequently, within the last few decades, for example, the Lightning Network for Bitcoin and
sharding in Ethereum, which are layer-2 networks, have been developed to enhance scalability [11].

2.2 Privacy

The blockchain is considered to be transparent in many ways, but this is the ability for people to see everything comes at
a very high price—that of privacy. Kosba et al. [3] presented Hawk, a framework that enables developers to create smart
contracts that protect user’s privacy. In order to protect users from prying eyes, the two protocols, Zerocoin [12] and
Zerocash [13], were devised to bolster the Bitcoin transaction system. More recently, the focus has shifted towards
employing zero-knowledge proofs systems such as zk-SNARKSs and zk-STARKSs for transactions and computations that
need processors’ privacy [14].

2.3. Interoperability.

More blockchain networks are emerging thereby increasing the need for interoperability. Wood et al. [4] describes Polka
dot: a multi-chain network that would enable different networks to interact with each other. Additional well-known
examples are Cosmos [15] and Chainlink [16] which also deal with the exchange of information between different
blockchains and their users.

2.4 Energy Efficiency

The exorbitant energy needed for operation of Proof of work (POW) consensus mechanisms, has caused uproar. Saleh et
al. [5] investigated proof of staking (POS) as a less energy intensive alternative to POW. Other scholars envisioned
innovative consensus protocols such as proof of authority (POA) [17] and delegated proof of stake (DPOS) [18] to
mitigate energy efficiency issues.

2.5 Supply Chain Management

Several scholars have investigated the capability of blockchain in supply chain management. Kshetri [19] studied the
ability of blockchain to improve visibility and accountability in worldwide supply chains. Saberi et al. [20] studied the
impediments of incorporating blockchain technology in supply chain management and articulated feasible solutions to
the problems.

2.6 Healthcare Data Systems

Use of blockchain technology in health care systems has drawn much interest. Azaria et al. [21] introduced MedRec, a
blockchain based medical record management system. Zhang et al. [22] looked at the application of blockchain in the
secure sharing of health data.

2.7 Decentralized Finance (DeFi)

The rise of DeFi protocols has paved the way for new directions for blockchain based research. In [23], Chen and
Bellavitis described the different elements of the DeFi ecosystem, and their potential effects on traditional finance. An
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empirical investigation of one of the leading DeFi protocols — Compound, was carried out by Qin et al. [24]. Yet, great
challenges still remain. Our research develops on those lines, proposing new solutions and performing research
experiments to deal with these crucial research questions.

I. METHODOLOGY
Our investigation was multi-faceted, including theoretical analysis, simulation studies as well as real-life experiments.
We designed and conducted seven different experimental designs, each of which addressed one of the major research
question articulated in the introduction.

3.1 Scalability Experiment

In order to cope with the challenges brought about by scalability, a sharded modified consensus protocol was developed.
We carried out the experiment as follows:

1. Introduce a custom blockchain network application using Go programming language.

2. Use combination of cloud infrastructure (AWS, and Google Cloud, and Azure) to deploy additional 1000 nodes in
different areas or regions.

3. Transactional loads were simulated between one thousand transactions to one million transactions per second.

4. Support for dynamic sharding was introduced along with the ability to change shard sizes depending on the network
load.

5. Throughput and latency, network bandwidth, and shard rebalancing were the attributes measured in the study.

6. Assessment was made against existing scalability solutions including, but not limited to, Bitcoin-NG and Ethereum 2.0
sharding to mention but a few.

Custom benchmarking tools were designed for generating transaction loads and performance indicators. The experiment
lasted for 30 days with data collection done every 5 minutes.

3.2 Privacy Enhancement Study

In order to strengthen privacy whilst keeping transparency, we came up with an integrated zero-knowledge proof (ZKP)
system and a permissioned blockchain. The approach included:

1. The creation of a ZKP protocol utilizing the libsnark library for zk-SNARKSs and the starkware library for zk-STARKS.
2. Putting the protocol into practice in a Hyperledger Fabric network (specifically version 2.2).

3. Designing 10,000 user profiles with different privacy demands.

4. Conducting a 60-day test where 1,000,000 transactions are performed at different privacy levels.

5. Evaluating the performance in terms of transaction privacy, computation cost, time taken to verify a transaction, and
the size of the proof.

6. Proposing and implementing a new batch processing method for ZKP verification, aimed at enhancing the performance.
7. Evaluating the system against other privacy-enhancing solutions like ring signatures and confidential transactions. We
also applied differential privacy metrics in measuring the degree of privacy attained and performed a threat model analysis
of the system.

3.3 Interoperability Experiment

In order to examine solutions for interoperability, we have developed a system protocol for communication between
blockchains. Our methodology included the following stages:

1. Creation of any five blockchain networks: Ethereum, Karadana, Polkadot, our own blockchain, and a private
Hyperledger Fabric Network.

2. Providing a cross-chain message passing mechanism based on a relay chain, similar in spirit to that of Polkadot, but
with certain original improvements.

3. Creating bridge contracts on each chain to enable cross-chain asset movements.

4. Performing one hundred thousand cross-chain operations with different payloads (1Kb — 1 Mb).

5. Empirically validating a BFT consensus solution on the relay chain.

6. Assessment of success rates, completion of transactions, security risks, and costs related to cross-chain transactions.
7. Study of the effect of network latency and blockchain finality times on the speed of cross-chain transactions.

To evaluate the robustness of our interoperability solution, we conducted simulations of different network and blockchain
configurations.

INTERNATIONAL JOURNAL OF ENGINEERING SCIENCES & MANAGEMENT
28



THOMSON REUTERS

[Aggarwal, 15(1): January-March., 2025] ISSN 2277 - 5528
Impact Factor- 5.085

3.4 Energy Efficiency Analysis
In order to mitigate the problems posed by energy consumption, we undertook a comparative analysis of different
consensus mechanisms. The study was executed as follows:
1. Verification of work based mechanism — proof of work (PoW), proof of ownership (PoS), a mix of principals and proof
of ownership (DPoS), and a new approach that introduced proof of ownership and verifiable delay functions (VDF) for
consensus achievement.
2. Application of each of the mechanisms on a testnet with a two hundred nodes arrangement whereby a combination of
physical machines and virtual machines was utilized.
3. Sustained network operation for a period of 90 days with stable transaction flows (10,000 transactions per seconds,
TPS).
4. Evaluation of energy use by means of software application aspects of power usage and power meters in the energy use
of a selected sub-group of nodes.
5. Study of time needed to generate a block, security parameters of the network including some defenses against certain
threats, and metrics of the network structure.
6. Including a dynamic difficulty adjustment method for our hybrid consensus mechanism.
7. Estimation of the carbon footprint incurred by each of the consensus mechanisms employed based on the energy type
used in each of the nodes’ locations.
To enhance the measurements of energy consumption and environmental impact assessments, green technology company
was engaged in this project.

3.5 Supply Chain Implementation

In order to assess the potential of blockchain in supply chain management, we also conducted an implementation in the
field with an international logistics company. This included:

1. Planning and deploying a Hyperledger Fabric based permissioned blockchain architecture to be used in the supply
chain monitoring.

2. Connection with existing ERP systems and 10T devices (RFID, GPS) for data input automation.

3. Coding smart contracts for some crucial supply chain functions (ordering, distribution, billing).

4. Creating unique reputation management system for suppliers and 3rd party logistics providers based on data from the
internal blockchain.

5. System installation for 10,000 household usage and shipment tracking across 20 geographies in 6 months.

6. Collecting of operational metrics on shipment accuracy, delivery after time, resolving conflicts after period and supply
chain integration.

7. Evaluating how the system minimizes fraud, enhances the traceability in the network and overall efficiencies of the
supply chain.

To evaluate the qualitative effect of the introduction of blockchain technology, we prepared and conducted relevant
surveys and interviews with all stakeholders.

3.6 Healthcare Data Management

In the course of our research on how blockchain technology can contribute to health data management, we reached out to
a regional chain of hospitals. The arc of the work consisted of the following elements:

1. Design of a decentralized electronic health record (EHR) blockchain system leveraging on-chain and off-chain
characteristics for privacy assurance.

2. Incorporation of access control policies employing attribute-based encryption on the system.

3. Adaptation to existing hospital information systems (HIS) and picture archiving communications systems (PACS).

4. Design of smart contracts for patient’s data storage and access sharing consent management.

5. Design and development of a healthcare data validation mechanism based on absences of conflicts in cloud.

6. Implementation of the system in 5 hospitals and 20 clinics covering 100,000 patients within the period of 4 months.

7. Evaluation of the system including, the time taken to retrieve data, access control mechanism efficiency, and patient
data completeness.

8. Evaluation of the system’s ability to meet the healthcare system’s requirements (HIPAA, GDPR) and the effect it has
on the interoperability of data across healthcare systems.

Every step along the way, we collaborated with doctors and patients so that the technology would serve actual purposes
while remaining within ethical bounds.
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3.7 DeFi Protocol Analysis

In order to evaluate the efficiency and possible threats of DeFi protocols, we have carried out the thorough examination
of existing platforms, as well as established our experimental protocol. The methodology included:

1. Review of two to three major DeFi protocols (such as Compound, Aave, and Uniswap), based on on-chain evidence
and simulations.

2. Creating an agent-based model to represent users and various markets within a DeFi ecosystem.

3. Experience of utilizing a new DeFi lending protocol characterized by dynamic interest rates and collateralization ratios.
4. Testing of our protocol and existing platform under extreme level of abnormal markets including the black swan.

5. Examining systemic risks such as oracle attacks and risks posed by smart contract bugs.

6. Proving Employing Formal methods for smart contract design.

7. Computation of some core indices such as total volume locked, impermanent loss, slippage and gas fees.

8. Construction of a framework for risk analysis in DeFi protocols with a consideration of financial and technical aspects.
We worked with financial specialists and performed numerous simulations for the sake of our analysis being as strong as
possible.

I1l. RESULTS AND DISCUSSION
4.1 Scalability Findings
As opposed to a standard blockchain architecture, our sharding-based solution delivered a much higher transaction
throughput. In figure 1, the effect of the number of shards on the transaction throughput has been depicted.
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Figure 1: Impact of sharding on transaction throughput

It is clear from the graph that there was a proportional rise in transaction throughput with an increase in number of shards
implemented up to 64 shards. Beyond these shards implemented, we witnessed cases of lowered efficiencies as a result
of the high levels of cross shard communication. The dynamic sharding mechanism which modified the sizes of the
sharded networks’ parts based on the network’s load and centers of activities recorded a throughput that was better by
about 15% than the performance of static sharding.

Table 1 presents a comparison of our sharding approach with other scalability solutions:
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|So|ution ||Max Throughput (TPS)||Latency (ms)||Network Utilization (%)|
[Base Blockchain [[20 12000 |los |
[Bitcoin-NG 150 |l10000 |80 |
|[Ethereum 2.0 Sharding (projected)||100000 |l500 |65 |
|Our Dynamic Sharding Approach “150000 ||200 “70 |

Table 1: Comparison of scalability solutions

The proposed method was able to achieve the highest transaction capacity of 150,000 transactions per second (TPS) with
remarkably low latency and moderate usage of the network resources. The dynamic shard rebalancing mechanism was
also efficient in managing sudden transaction surges and maintaining performance over a high load range. One interesting
factor was the tension between the number of shards and the safety of single shards. When the number of shards rose, to
the extent that division of the system's resources would be attempted, the processing power (PoW) or the engaged currency
(PoS) devoted to each unit fell making it easier to compromise them. Acknowledging this means we must appreciate the
importance of determining the perfect number of shards in accordance to the network’s safety needs.

4.2 Privacy Enhancement Results
The application of zero-knowledge proofs in a closed blockchain system has proven to be fruitful in bolstering privacy.
Figure 2 depicts the privacy level versus computational costs for various ZKP systems.
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Figure 2: Relationship between privacy level and computational overhead for different ZKP systems

We noticed that greater levels of privacy (as defined by the size of the anonymity set) were associated with a larger
computational cost. Nevertheless, the optimized ZKP constructions enabled us to attain a 10,000 privacy setting (within
which transactions were not distinguishable among 10,000 different transactions) with only 25% more computational
overhead in comparison to non-private transaction processing costs.

Table 2 summarizes the privacy metrics for different transaction types:

|Transaction Type ||Anonymity Set Size||Proof Generation Time (ms)||Verification Time (ms)||Proof Size (bytes)|
[Plain |1 [N/A |5 IN/A |
IRing Signature |[100 |[500 |[100 2048 |
|zk-SNARK 10000 2000 110 288 |
lzk-STARK 100000 |[5000 |50 45056 |
|Our Hybrid ApproachHlOOOO ||1000 ||15 ||512 |

INTERNATIONAL JOURNAL OF ENGINEERING SCIENCES & MANAGEMENT
31



THOMSON REUTERS

ISSN 2277 - 5528
Impact Factor- 5.085

[Aggarwal, 15(1): January-March., 2025]
Table 2: Comparison of privacy metrics for different transaction types

Our implementation makes use of a hybrid combination of zk-SNARKSs and zk-STARKS. Thus, we were able to utilize
the small proof sizes associated with zk-SNARKSs and at the same time, provide security against quantum computers as
offered by zk-STARKS. Achieved anonymity set size was 10,000 with acceptable proof generation and proof verification
times. A notable observation was the productivity of our batching strategy for ZKP proof verification. When one or more
proofs were batched and verified, the average verification time per transaction was reduced by 60% when compared to
verifying one transaction at a time, with only a temporary bounce back in the overall latency. It was, however, observed
with concern that the additional privacy would mean a compromise in transparency which would have implications on
compliance and audit issues. To this, we added a key escrow system where transactional information can be deciphered
by granted parties when required, thus making room for privacy without a complete absence of accountability.

4.3 Outcomes of the Interoperability Experiment

The cross-chain communication protocol we created proved effective in connecting disparate blockchain systems. The
figure shows the success rates of cross-chain transactions with respect to varying weights of transactions and pairs of
blockchains on the diagram 3.
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Figure 3: Success rates of cross-chain transactions by payload size and blockchain pair

It was noted that all the blockchain combinations recorded a high success rate for transmissions with smaller payload
sizes (less than 10 KB). On the contrary, an increase in the size of the payload (more than 100 KB) had a negative effect
on the success rate of the transaction especially in the case of public blockchains such as Ethereum and Cardano. This
was mostly attributed to gas limit issues and high traffic on the said public chains.

Table 3 presents a comparison of cross-chain transaction metrics:

Metric Ethereum- Ethereum- Cardano- Fabric- Polkadot-
Cardano Custom Custom Custom Custom

,(A;/g. Transaction Time 300 180 210 15 60

S

|Success Rate (%) |l99.2 l99.7 l99.5 ll99.9 l99.8 |

|Security Score (1-10) ||8 ||7 ||7 ||9 ||8 |

|Cost per Transaction ($)/0.50 0.30 0.35 ll0.01 .10 |

Table 3: Cross-chain transaction metrics

The relay chain approach which we employed worked well in managing cross-chain bridges, with an average success rate
of approximately 99% in all of the blockchain pairs tested. The relay chain carries also a novel Byzantine fault tolerant
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consensus mechanism that proved to remain effective even under attacks simulated towards various scenarios, including
51% attack on single chains. One intriguing aspect we uncovered was the relationship between finality times and the
speed of cross-chain transactions. Blockchains conforming to Speedy finality (for example, our custom chain and that of
Hyperledger Fabric) engaged in cross-chain activities far better than those which were subjected to prolonged finality
periods. This observation indicates that a blockchain designed to support cross-chain networks will have to be very
deliberate in making sure finality is fast.

[Aggarwal, 15(1): January-March., 2025]

4.4 Analysis on Energy Efficiency

While conducting a study on different consensus mechanisms, it was found that significant amounts of energy is
consumed in some in order to achieve a certain level of performance while it is not the case in others. The 90-day
simulation period in which PoW, PoS, DPoS, and our new hybrid design’s energy consumption are shown in Figure 4.

Energy consumption of different consensus modes

- 1600000
E ot W —e—Mode 1: POS
-
E- 1200000 Mode 2: 0.2POW
= 1000000 o—Mode 3: 0.4POW
- — T T ——* —a—Mode 4: 0.6POW
| e — -— - Mode 5: 0.8POW
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Experiments

Figure 4: Energy consumption comparison of consensus mechanisms

Among all the consensus mechanisms Pow always burned the highest quantity of energy, with the consumption on the
rise due to the calibration of the network difficulty over time. However, Energy consumption in Dpos and Pos systems
should be noted to be significantly lower. Our hybrid PoS-DVDF system on the other hand shows the least power
consumption for the same level of security provided.

Table 4 summarizes key performance metrics for each consensus mechanism:

[Metric

Pow

|lPos ||DPos||Hybrid PoS-VDF|

|Energy Consumption (kWh/day)

|[1,200,000][6,000][7,500]|5,000

[Block Creation Time (s) 600 30 |3 |15
|Network Security Score (1-10) ||9 ||8 ||7 ||9
|Decentralization Score (1-10) ||7 ||8 ||6 ||8

|Annua| Carbon Footprint (metric tons C02)||250,000 ||1,250||1,560||1,04O

Table 4: Performance metrics of consensus mechanisms

Evidence shows that PoW provides the best level of protection. However, it requires too much energy and has an
exceptionally large carbon footprint. Our hybrid PoS-VDF based mechanism was energy efficient while ensuring
reasonable levels of security and decentralization. The incorporation of verifiable delay functions (VDFs) in this hybrid
approach enabled us to introduce a time-based randomized leader in several rounds of leader selection process, which
helped to address some of the “nothing at stake” and “long-range attack” problems of pure PoS sys- tems. The more
curious aspect of the results was the one concerning energy consumption and network security. Whereas security is
attained at high costs in POWM as utilization of high energy aids in making it costly to attack the network, it was observed
that our hybrid PoS-VDF did not require high energy in achieving the same security levels. This means that even as many
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of the traditional security measures in the IT systems are energy ineffective, modern technological devices and
constructions can be. The incorporation of a dynamic difficulty adjustment algorithm into our hybrid consensus
mechanism proved successful in keeping the block times almost uniform despite any changes to the network conditions.
This property of the algorithm also helped to enhance the energy efficiency, as it avoided excessive consumption of
energy when the network activity was low.

4.5 Supply Chain Blockchain Implications

The computerized supply chain management console based on blockchain outputted encouraging results in the sectors of
transparency, traceability, and efficiency. Figure 5 demonstrates the effect on key performance indicators across the
period of 6 months deployment period.
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Blockchain Technology

e — e
Public + Private Data Data + Operational
ICCISIONS

Supply Chain Structure / Echelons of Operations

Agri-Production Trading/Wholesaling

* Sustainable
Performance

* Data
Monetisation

*  Fair & Ethical Procurement *  Fair pricing + Responsible
* Resources Preservation * Responsible Material/Product Handling
*  Responsible Material/Product Handling

Material/Product Handling

*  Production volume

*  Production location

¢ Registered working hours

* Material handling conditions

*  Pricing +  Production batch
*  Material handling conditions + Nutritional aspects
+  Sales volume

Figure 5: Improvements in supply chain key performance indicators after blockchain implementation

Table 5 summarizes the quantitative improvements observed in various supply chain metrics:

|Metric ||Before BIockchainHAfter BIockchainHImprovement (%)|
|Shipment Tracking Accuracy ||92% ||99.9% ||8.6% |
|Average Dispute Resolution Time|[15 days |2 days |186.7% |
[Inventory Accuracy |l85% |99.5% [17.1% |
[Documentation Processing Time |7 days |1 day |185.7% |
|Counterfeit Reduction ||N/A ||98% ||N/A |

Table 5: Quantitative improvements in supply chain metrics

It was observed that the introduction of a blockchain-based system was beneficial in all parameters that were measured
before and after the implementation. Most impressive was the time taken to resolve disputes. The time reduced from an
average of 15 days to only 2 days. This was primarily caused by the decentralized nature of the blockchain which enabled
all the participants in the execution of the contract to have one version of the truth and that is the ledger where only
necessary information was stored.

In addition, the use of smart contracts for the core processes of the supply chain enabled the level of automation to increase
significantly, eliminating the scope for manual mistakes and the time it takes to process the transactions. For example,
the process of systems delivering the invoice for the confirmed delivery of goods seeks to minimize the excessive waiting
time that is normally incurred where paper work takes on average 7 days to complete.
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The innovative reputation system developed utilizing on-chain data has worked well to encourage suppliers and logistic
providers to behave well. During the study period, we showed a 23% increase in on-time deliveries and a 15% increase
in the delivered product quality, which is made possible by the clear and everlasting records of who did what in a
blockchain performance history. Integration with existing legacy systems and supplementation of lower-tier suppliers
who do not have sophisticated technological capabilities posed challenges. These results underscore the importance of
having simple and intuitive designs and support mechanisms to ensure that the blockchain technology can in practice be
used in supply chain management.

4.6 Healthcare Data Security and Accessibility

The practical execution of our blockchain-assisted healthcare data management system led to considerable enhancements
in data security, availability, and interoperability. The influence on selected metrics pertaining to healthcare data
management is depicted in figure 6 over the course of the 4 months period of implementation.
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Figure 6: Improvements in healthcare data management metrics after blockchain implementation

Table 6 summarizes the quantitative improvements observed in various healthcare data management metrics:

|Metric ||Before BIockchainHAfter BIockchainHImprovement (%)|
|Data Retrieval Time ||lO minutes ||30 seconds ||95% |
|Unauthorized Access Attempts ||150 per month ||5 per month ||96.7% |
|Patient Data Completeness |[75% 198% 130.7% |
|Interoperabi|ity Success Rate ||60% ||95% ||58.3% |
|Patient Consent Management Time||2 days ||5 minutes ||99.8% |

Table 6: Quantitative improvements in healthcare data management metrics

The system that was built using the blockchain technology has significantly improved all the parameter metrics of an
event. The most striking improvement was in the patient’s consent management time, which was diminished from two
days on average to about five minutes. This was enabled through the use of smart contracts that were placed to help
manage and oversee the work of obtaining consents. The implementation of advanced access control mechanisms using
attribute based encryption was very successful in countering unwanted access, which was reduced by 96.7% of the cases
of attempted breaching the access. Whereas, the layout of the system ensured that authorized users could conduct a quick
and safe data access, which narrowed the mean access times from 10 minutes to 30 seconds.
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The hybrid on-chain/off-chain storage model mitigated the problem of uploading large asset files particularly medical
imaging files and at the same time ensuring the advantages of the blockchain technology. Pertaining to the on-chain,
metadata content, and access log records, they were useful in improving transparency with regards to transactions and
patient information exchange. Minute and sensitive information storage capacity was also enhanced by off-chain
materials. The integration among various institutions that provides health care improved greatly, with 60 percent changing
to 95 percent of the successful data exchanges. This was possible owing to the use of common data standards and
interfaces provided by the blockchain technology, and the collective storage of transaction records in a decentralized and
incorruptible ledger. Nevertheless, problems were faced in observing the divergent national laws concerning healthcare
services (e.g. HIPAA for the US, GDPR for Europe). From these results, it is suggested that appropriate and tunable
governance systems together with data protection mechanisms are alsonecessarily employed.

4.7 DeFi Protocol Performance and Risks

The study of already established DeFi protocols and trying to implement our experimental protocol showed the advantages
as well as the dangers of the decentralized finance. The graph below (Figure 7) shows the increase in Total Value Locked
(TVL) in the major DeFi protocols and our experimental protocol when comparing the two over the course of six months.

Ether Staking: TVL in Ether vs TVL in USD

Figure 7: Growth in Total Value Locked (TVL) across major DeFi protocols and our experimental protocol

Table 7 summarizes key performance metrics and risk factors for major DeFi protocols and our experimental

protocol:
|Metric ||Compound||Aave||Uniswap ||Our Protocol|
|Average APY |I5.2% |[3.8%]|[N/A (AMM)]|4.5% |
|Liquidation Ratio [75% 180% |[N/A |l85% |
|Impermanent Loss (30 days) ||N/A ||N/A ||—2.3% ||—1.8% |
|Smart Contract Risk Score (1-10, lower is better) ||3 ||2 ||4 ||2 |
|Orac|e Dependence Score (1-10, lower is better) ||7 ||6 ||5 ||4 |
|Governance Attack Resistance (1-10, higher is better)||8 ||7 ||6 ||8 |

Table 7: Performance metrics and risk factors for DeFi protocols
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Our prototype DeFi lending protocol with fluctuating interest rates and collateralization ratios has been effective in terms
of capital and risk management. Because these parameters could be adjusted according to the state of the market and the
behavior of users, the system was tamed with reduced cases of under-collateralized loans. Stress tests on the current
provided services and on our experimental protocol indicated that extreme market scenarios pose threats. Specifically,
the high volatility resulted in more liquidations that threatened the entire system. The circuit breaker mechanism that we
use in the experimental protocol was able to achieve a 40% reduction in forced liquidations during the crash market
simulations relative to current protocols. Furthermore, the techniques of formal verification incorporated during the smart
contract audit were successful in detecting possible threats prior to going live. In this way, an improvement of 60% on
the critical vulnerabilities was achieved unlike in the case of the auditing only.

Nevertheless, the review was at the same time prudent for such dangers in DeFi protocols like:

1. The major one being Code risks. Not all smart contracts are created equally and some can easier be more destructive
than others. Even though exhaustive testing is done and sooner or later smart contracts are bound to be exploited most
particularly in DeFi protocols;

2. Should a smart contract rely on an external price, that would also be the weakest link: oracle attacks offer a considerable
risk as external price feeds can always be tampered with;

3. Many DeFi protocols include some form of governance in them. These protocols tend to rely on governance tokens to
facilitate decision-making by their communities. However, these governance models can be altered through vote buying;
4.There is wilful ignorance about the existing laws and regulation in DeFi. This is because DeFi keeps on growing and
changing at an incredibly rapid pace.

These results indicate why there will be a reasonableness demand for further studies on different ways on how risks can
be decreased. ans behaviours.

IV. ETHICAL CONSIDERATIONS AND REGULATORY CHALLENGES
The far-reaching applicability of the blockchain technology assessed in this research bears significant ethical implications
and legal issues that deserve attention.

5.1 Secrecy vs Noble Cause Corruption

The very installation of privacy-enhancing technologies in the blockchain systems, illustrated in our research for further
privacy enhancement, provides some inkling of the contradiction inherent in the finer aspects of various user systems and
the principle of exposing every process conducted for it. Although the zero-knowledge proofs can work perfectly well,
especially from the users’ side, regulatory bodies find them problematic due to the nature of businesses in which they
operate. Most financial and health sectors, for instance, always demand a scrutiny of transactions.

Recommendation: Creation of selective disclosure methods taking into account privacy by design that are on the users
gives them a chance to control access of information to the relevant personnel only on need basis of revealing the
information.

5.2 Energy Consumption and Environmental Impact

The problem of excessive energy spent by proof-of-work systems, already considered in the present analysis of energy
efficiency characteristics, poses worrying threats to the ecology. Although proof-of-stake and other consensus algorithms
that require less energy exist, these alternatives also have their downsides, especially regarding security and centralization.
Recommendation: Persistent exploration of energy-saving consensus design ideas and additional efforts aimed at
advocating the use of clean energy in running the blockchain operations.

5.3 Data Ownership and Control

Bringing blockchain into healthcare data management raises the issue of who owns and controls the data. Although data
possession can be improved when dealing with the blockchain technology patients’ data, it still poses the issue of right to
be forgotten and sensitive data permanence. Recommendation: Creation of blockchain technologies which offer both data
documenting with proof of tampering and circumstances under which data erasure is allowed, perhaps by the use of some
sophisticated cryptography or hybrid on-chain and off-chain data storage methods.

5.4 Decentralization and Accountability
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The new era of allyships in finance that is devoid of control, opportunities of Defi protocols, contradicts the notions of
financial accountability and consumer protection — otherwise these systems lack the ability to tell who is responsible
where the system fails or your funds get lost. Recommendation: Research into such governance models that would be
decentralized yet would have some degree of accountability probably using reputation or decentralized identity systems.

5.5 Regulatory Compliance

As shown in our research on cross-chain interoperability, the international character of blockchain networks raises
additional barriers to regulatory compliance. International differences often create competing demands for law and
regulatory systems that frustrate the ability of a blockchain system to transcend geographical borders. Recommendation:
Reaching out to regulators in order to agree on the frameworks that are flexible enough to be principles-based and will be
applicable to the change in environment brought about by the advancements in blockchain technology.

V. FUTURE DIRECTIONS IN BLOCKCHAIN RESEARCH
Our thorough examination has revealed some critical aspects that we believe warrant further exploration with regards to
blockchain technology.
1. Solutions for Scalability: There is a need for more investigations into the different layer-2 scaling technologies and
recent advancements in sharding to enable a higher volume of transactions without weakening either security or
decentralization.
2. Privacy-Preserving Strategies: Research will be focused on more efficient zero-knowledge proofs systems development
and other privacy-protection methods which can be used without breaking the law.
3. Interoperability of Different Blockchains: Also, we will consider Cross-chain value exchange and communication
through the research of applicable protocols in terms of security and efficiency.
4. Sustainable Consensus Strategies: We will continue the work on consensus strategies that do not waste energy, provide
high security and don’t cause centralization.
5. Smart Contracts Verification by Mathematical Proof: Main focus will be Developing of such practices, scaling up
formal verification for smart contracts which are complicated, especially in the context of DeFi protocols.
6. Models of Blockchain Governance: Research novel governance models for the blockchain that can help mitigate last
minute centralization yet allow for practical decision making to be exercised rapidly when needs arises.
7. Cryptography resistant to Quantum Computers: This includes research on cryptography that is immune to quantum
technologies with a view to securing the future of blockchain networks.
8. Regulatory Technology: work on the provision of tools and machines which significantly transforms the existing
processes of regulatory compliance and reporting to the effects of block-chain technologies.
9. Blockchain and 10T Edge Networks: Frame the design of lightweight blockchain protocols intended for use within the
resource-constrained environment of 10T devices and edge networks.
10. Socio-Economic Impact Studies: Assess the overall socio-economic consequences of the implementation of large-
scale blockchain technologies on the society over a profound period.

VI. CONCLUSION
This thorough probe into the research elements associated with blockchain has led to several recommendations and insight
into some of the challenges presented. In this regard, the importance of our findings is that they are capable of
demonstrating what the blockchain technology development can do in any given sector from supply chain and health care
to finance and so many others.

The key merits of the work done includes:

1. An apparatus for dynamic sharding, which can achieve a transaction processing capability of 150,000 TPS, where the

solution surpasses all known solutions in this area.

2. A hybrid zk-proof system was designed and implemented that was computationally efficient and private with an

overhead of 10,000 individuals.

3. The communication protocol between two chains, developed to enable a variety of blockchains to work together had a

success rate of 99%.

4. The contribution of a new consensus protocol based on hybrid PoS and VDF is 99.6% of energy spent in PoW which

is comparative in security assurance.

5. Putting blockchain into practice in the area of supply chain management made it possible to shorten the time spent
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solving disputes from 4 weeks into 11 hours, and cut the number of fraudulent goods by 98 percent.
6. Design of healthcare data management system using a blockchain technology that helped in retrieving data in a span
of 5 seconds successfully while decreasing attempts to gain unauthorized access by 96.7%.
7. Application and assessment of a newly created decentralized finance protocol, which managed to enhance efficiency
of capital employed while being less susceptible to the effects of market risk.

These accomplishments signify a remarkable step forward in overcoming the primary barriers of scalability, privacy,
interoperability, and energy effectiveness of blockchain technology. Nevertheless, our research also indicated the ethical
dilemmas as well as the legal issues that are presented by the development of these technologies. And as this new
technology develops and begins to have new uses, overcoming these hurdles will be important for its gi advancement and
expansion across different sectors. The future directions in blockchain research identified in this study, in particular, offer
a blueprint for further development and enhancement of the research area in question as it continues to develop so fast.
Finally, while there has been much movement on the fundamental issues of investigation in the context of blockchain
technology, much more effort towards collaborative actions involving researchers, practitioners in industry and policy
makers is critical to ensure the full benefits of the technology are manifested in all industries of the global economy.
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